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Internet Safety Resources for Teaching Our Youth



OVERVIEW OF NCMEC

EMERGING TRENDS

SEXTING/ ONLINE ENTICEMENT

PREVENTION RESOURCES 

CONTENT REMOVAL TOOLS

BEFORE WE BEGIN…
Though this presentation will not contain abusive or 

explicit imagery of minors, there will be detailed 
discussion of topics related to child exploitation 

and other forms of child victimization.

These topics are difficult to hear about and discuss, 
even for professional who have chosen to work in 

this field.  Please take care during this session if you 
need to manage your exposure to these topics and 
take advantage of other resources related to self-
care and managing secondary traumatic stress.

AGENDA



NCMEC is the nation’s largest and most influential child protection organization.
We lead the fight to protect children, creating vital resources for them

and the people who keep them safe.



OUR MISSION
Find Missing Children
Reduce Child Sexual Exploitation
Prevent Future Victimization

Every child deserves a safe childhood.



In 2023,
the CyberTipline received 
36+ million reports.
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An exploited child is a person under the age of 18 who is victim of:

• Child sexual abuse materials (CSAM)

• Online enticement of children for sexual acts

• Child sex trafficking

• Child sex tourism

• Child sexual molestation (non-familial)

• Unsolicited obscene materials sent to children

• Misleading domain names

• Misleading words or digital images on the internet

What is child sexual exploitation?

CyberTipline.org
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105+ Million 

total files.
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the CyberTipline received 
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total files.

49,528,198 video

54,842,374 Images

1,282,590 Other

35,925,098
Apparent child sexual 
abuse material (CSAM)

186,819
Online enticement, 
including sextortion

18,021
Child sexual molestation

17,353
Child sex trafficking

63,077
Other offenses: child sex 

tourism, deceptive domain 
names, misleading content 

or unsolicited obscene 
material sent to a child
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The CyberTipline Report

Internet Safety Trends 



Sexting

Online Enticement

Sextortion

Live Streaming



NCMEC has received reports of 
self-generated content in 

children of 

all ages



How Many Teens Are Sexting?



19% 
Sent
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19% 
Sent

34% 
Received

15%
Forwarded

Mori, C., Park, J., Temple, J.R., Madigan, S. Are Youth Sexting Rates Still on the Rise? A Meta-analytic Update. Journal of Adolescent Health 70 (4). April 2022.   



Rethinking Prevention Messaging 

• Start having these conversations as soon as 
possible

• Talk about healthy relationships and 
healthy sexual development

• Requester, Recipients, Re-sharers

• Provide accurate information and skill 
building

• Empower children

• Talking only to teenagers

• Focusing on strangers

• Focusing only on the sender

• “Don’t do it” is the whole conversation

• Use worst case scenarios to discourage the 
behavior

Current Approach New Approach



Your Photo Fate
Video and Discussion Guide

NCMEC.org/NetSmartz/Sexting



“Healthy Relationships”
Video and Discussion Guide

NCMEC.org/NetSmartz/Sextortion



Ask questions to make it 
clear you’re comfortable 

discussing it.

Discuss what 
characterizes a healthy 

relationship.

Talk about the risk.



Sexting Resource: Tip Sheet

NCMEC.org/NetSmartz/Resources



Online Enticement of 
Children 

for Sexual Acts 



NCMEC has received reports of 
online enticement of children on 

almost every digital platform.



Sextortion
is a form of child sexual exploitation 

where children are threatened or 
blackmailed, most often with the 

possibility of sharing with the public 
nude or sexual images of them, by a 

person who demands additional 
sexual content, sexual activity, or 
money from the child. This crime 

may happen when a child shared an 
image with someone.



Speed 

Motivation

Volume

Aggressive Threats

Outcomes/ Suicide
NCMEC.org/Sextortion

Financial 
Sextortion
Trends



Sextortion Resource: It’s Called Sextortion. Poster

NCMEC.org/NetSmartz/Sextortion



NCMEC.org/NetSmartz/Sextortion

“I am a Survivor of Sextortion”
Video and Discussion Guide



NCMEC.org/NetSmartz/Sextortion

“It’s Called Sextortion”
Video and Discussion Guide



Sextortion Resource: Tip Sheet

NCMEC.org/NetSmartz/Sextortion



Prevention

NCMEC’s 
approach to

Reporting



Empower children to take an active role in solving 
problems safely

Online Safety Program
for children & families in grades K-12 

For more resources, visit

Engage children and adults in two-way conversations 
about safety and risky behaviors

Encourage children to report unsafe behaviors or 
victimization

NCMEC.org/NetSmartz



Activity Guides

Peer Education & 
Leadership Kits

NetSmartzKids.org

NCMEC.org/NetSmartz

Tip Sheets

Online Games

Presentations

Videos

Resources from NetSmartz

NCMEC.org/NetSmartz



Prevention

NCMEC’s 
approach to

Reporting

Removing Content



• Anyone can make a report, even if you’re not 
sure

• NCMEC will work with tech companies to 
remove sexual exploitive images/videos of 
minors

• This is how survivors/caregivers can connect 
with NCMEC support services

Help Removing Content:
Report to the CyberTipline

CyberTipline.org



• Free and anonymous

• Remove or stop the online sharing of nude, 
partially nude, or sexually explicit images or 
videos of minors

• For each image or video, a “hash” is 
generated

• Image/video remains on user’s device

• The hash is added to a secure list 
maintained by NCMEC

• Only participating companies will have 
access to the hash

Help Removing Content:
Report (Anonymously) to TakeItDown.NCMEC.org



Help Removing Sexually Explicit Content

NCMEC.org/TakeItDown



Prevention

NCMEC’s 
approach to

Reporting

Removing Content

Training and Professional Development



On-demand trainings, resources and best practices related to missing 
and exploited children. New courses:

• Introduction to Child Sex Trafficking

• Child Sex Trafficking for Child Welfare Professionals

• Understanding CSAM and Its Impacts

• Working with Victims and Survivors of CSAM for 
Mental Health Professionals

• Working with Victims and Survivors of CSAM for 
Law Enforcement

Online Learning

Connect.MissingKids.org



EDUCATION
PARTNER

Community



Prevention

NCMEC’s 
approach to

Reporting

Removing Content

Training and Professional Development

Emotional and Peer Support for Families



• Crisis Intervention

• Peer support 
network

• Mental health & 
community 
support referrals

• Reunification 
assistance

• Long-term 
emotional support

• Prevention 
strategies

• Legal referrals

Support for Families & 
Caregivers

All services are FREE. 
Families do not have to have an active case to be eligible. NCMEC.org/Support



Ways to Leverage 
NCMEC

Resources

1

2

3

4

5 Use NETSMARTZ tip sheets
 around the school and distribute to parents

Implement NETSMARTZ as a 
comprehensive cyber safety curriculum

Make CyberTipline reports for any online 
sexual exploitation when a child is involved

Utilize NCMEC for services we can offer 
victims families

Reach out to NCMEC for help in removing 
content



For more resources, please visit 
NCMEC.org

@NCMEC

Contact Information

For more resources, please visit 
NCMEC.org

@NCMEC

Contact Information

Andy Komasinski

Outreach Manager

Aakomasinski@ncmec.org

To request outreach materials, contact 
outreach@NCMEC.org
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Make a report or share a tip to 
1-800-THE-LOST (843-5678) or 
CyberTipline.org
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