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BEFORE WE BEGIN...

Though this presentation will not contain abusive or
explicit imagery of minors, there will be detailed
discussion of topics related to child exploitation

and other forms of child victimization.

These topics are difficult to hear about and discuss,
even for professional who have chosen to work in
this field. Please take care during this session if you
need to manage your exposure to these topics and
take advantage of other resources related to self-
care and managing secondary traumatic stress.

AGENDA

OVERVIEW OF NCMEC
EMERGING TRENDS
SEXTING/ ONLINE ENTICEMENT
PREVENTION RESOURCES

CONTENT REMOVAL TOOLS
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OUR MISSION

Reduce Child Sexual Exploitation
Prevent Future Victimization

Every child deserves a safe childhood.
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What is child sexuval exploitation?

An exploited child is a person under the age of 18 who is victim of:

e Child sexual abuse materials (CSAM)

* Online enticement of children for sexual acts
e Child sex trafficking

* Child sex tourism

* Child sexual molestation (non-familial)

e Unsolicited obscene materials sent to children
* Misleading domain names

* Misleading words or digital images on the internet

CyberTipline.org
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35,925,098

Apparent child sexual
abuse material (CSAM)

186,819

NATIONAL CENTER FOR On“ne enticement,
MISSING &: . . .
EXPLOITED including sextortion

CHILDREN

CyberTipline 63,077

CyberTipline.org * 1-800-THE-LOST®

Other offenses: child sex
tourism, deceptive domain
names, misleading content

In 2023, or unsolicited obscene

the CyberTipline received material sent to a child
36+ million reports, including

105+ Million 1 8,021

total files. Child sexual molestation

17,353

Child sex trafficking



Increase in Reports of Online Enticement to
CyberTipline
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Internet Safety Trends
The CyberTipline Report



Online Enticement




NCMEC has received reports of
self-generated content in
children of

all ages




How Many Teens Are Sexting?



Mori, C., Park, J., Temple, J.R., Madigan, S. Are Youth Sexting Rates Still on the Rise? A Meta-analytic Update. Journal of Adolescent Health 70 (4). April 2022.
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Rethinking Prevention Messaging

Current Approach

New Approach

e Talking only to teenagers e Start having these conversations as soon as

: possible
* Focusing on strangers

: * Talk about healthy relationships and
* Focusing only on the sender
healthy sexual development

 “Don’tdo it” is the whole conversation ..
* Requester, Recipients, Re-sharers

» Use worst case scenarios to discourage the

. * Provide accurate information and skill
behavior

building

 Empower children



Your Photo Fate
“Your Photo Fate” NetSmaxtz’
Netsmmz,

Discussion Guide

and their sexuality. Today, this growth alse coincides with having mere epportunities for

Video and Discussion Guide
private communication through technology, especially cellpho
uncomfortable talking to adults about their relationships, particularly when it involves

As children get older, they begin to form peer relationships and start to explore intimacy
Young people are often

technology, because they fear raising concerns will lead to caregivers restricting access to their
devices. However, positive relationships with adults help and empower youth to make safe and
healthy choices, both On- and offline. This guide will assist trusted adults in opening the door
for age-appropriate and respectful conversations, specifically about the topic of sexting, an

increasing trend in reports to school officials and law enforcement agencies.
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LISTEN
Begin by watching the short video *Your Photo Fate™ together. Next, ask the child(ren) for their

thoughts. Start by listening anly, without offering your opinian.

For example:
What do you think about the video?
What did you like about it? What did you not like about it?
VES o),
¥noy, .
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Has this happened to anyone you know?

Did the story seem realistic? Why or why not?
What do you think the video is trying to show? What do you think about that lesson?

SHARE
Thank the child{ren) for sharing their honest opinions about the video and their experiences
Then calmly share your initial thoughts and reactions to the video. Conversations about difficult topics

with youth are most successful when the child feels heard and does not fear punishment or judgement
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“Healthy Relationships”™

Video and Discussion Guide *‘ 'f & |
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JALKING
L TEENS

Ask questions to make it Discuss what Talk about the risk.
clear you're comfortable characterizes a healthy
discussing it. relationship.




Sexting Resource: Tip Sheet
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Online Enticement of
Children
for Sexual Acts



NCMEC has received reports of
online enticement of children on



Sextortion

is a form of child sexual exploitation
where children are threatened or
blackmailed, most often with the

possibility of sharing with the public

nude or sexual images of them, by a
person who demands additional
sexual content, sexual activity, or
money from the child. This crime

may happen when a child shared an

image with someone.
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Sextortion Resource: It's Called Sextortion. Poster

Si te est@ pasando $extorsion...

iEstoy siendo Saber que no estd solo.
TAJ EADO Desafortunadamente, esto les sucede

a muchos adolescentes. Se llama

If sextortion is happening to you... ternet por mis y y Sextorsién y es un crimen. Recuerda
['m being es desnuda! J que no es tu culpa.

BLACKMAILED Know that you are DEBO HACER? - ; Platica con un adulto
online over nude ‘ not alone. : | vy a quien le tengas

images Of me! Unfortunately, this happens to many s ¥ | confianza p-a!ﬂ que
teenagers. It's called Sextortion. \ puedns recibir apoyo.

WHAT Do I DO? . ¢ Rl - Q . Hablar de lo que esta pasando puede

ser dificil, pero hay esperanza.
Reach out to an adult
you trust for support.

Déjanos ayudarte.

Talking about what is happening » Pagar el dinero rara vez detiene al
might be difficult, but there is hope. v § chantajista, pero reportarlo puede

hacerlo. También podemos ayudarte
Let us help you.

a bajar las imagenes del internet.
Paying money rarely stops the

l y Repértelo en CyberTipline.org.

blackmailer but reporting it can torsion. :
and we can help get images of you y B4 gethelp@ncmec.org \‘.‘“ 1-800-843.5678 L] NCMEC.org/sextortion
down. Repert it at CyberTipline.org.

4

ed Sextortion.

B gethelp@ncmec.org &) 1-800-843-5678  [o] NCMEC.org/sextortion

NCMEC.org/NetSmartz/Sextortion
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“It's Called Sextortion”
Video and Discussion Guide

NCMEC.org/NetSmartz/Sextortion
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Sextortion Resource: Tip Sheet

NCMEC.org/NetSmartz/Sextortion
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Online Safety Program
for children & families in grades K-12

Netsmu‘tz@) ‘ Empower children to take an active role in solving

problems safely

r Engage children and adults in two-way conversations
- about safety and risky behaviors

I Encourage children to report unsafe behaviors or
victimization

For more resources, visit NCMEC.org/NetSmariz



Resources from NetSmaytz

Presentations

: LAY
N\
AN

Videos Online Games Peer Education & NCMEC.org/NetSmartz
Leadership Kits

NCMEC.org/NetSmartz
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Help Removing Content:
Report to the CyberTipline

NATIONAL CENTER FOR

: ) MISSING &:
* Anyone can make a report, even if you're not EXPLOITED
sure CHILDREN

* NCMEC will work with tech companies to Cybe rTi p I i ne

remove sexual exploitive images/videos of
minors CyberTipline.org + 1-800-THE-LOST"

* This is how survivors/caregivers can connect
with NCMEC support services

CyberTipline.org



Help Removing Content:
Report (Anonymously) to TakeliDown.NCMEC.org

* Free and anonymous

* Remove or stop the online sharing of nude,
partially nude, or sexually explicit images or
videos of minors

Take It Down.

* For each image or video, a “hash” is Having nudes online is scary,

but there is hope to get it taken

generated down.

ep you can take to help remove

is one step y
online nude, partially nude, or sexually explicit photos
e 1

and videos taken before you were 18.

* Image/video remains on user’s device

rted +

* The hash is added to a secure list
maintained by NCMEC

* Only participating companies will have
access to the hash




Help Removing Sexually Explicit Conten

ENT -
MISSING & THE ISSUES ‘OUR WORK EDUCATION SUPPORT US = DONATE
CHIL :I?!Eti

Search for Missing Exploitation Resources

Children b U'I' There_a

AMBER Alerts

Is Your Child Missing?

Is Your Explicit Content Out ¥ate Missing Person
There? earinghouses

Victim & Family Support

Team HOPE

Legal Resources

-
~ o 1
Overview Help From NCMEC Reporting to Companies

You can also report the images and videos to the compalT e emmeesesn. Companies are required to provide a way for

Re porﬁ n g people to notify them and request the removal of certain online content, including images/videos. Below is a list of common
social media sites, along with company information, resources, and tools to help remove your sexually-exploitive
images/videos.

Learn How to Remove
Explicit Content from thg ] KIK 88 krosor ©

Following Platforms :
13 YouTube (5 otersies

NCMEC.org/TakeltDown
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Training and Professional Development




Online Learning

m C '|' On-demand trainings, resources and best practices related to missing
G onnecC and exploited children. New courses:

CHILDREN

* Introduction to Child Sex Trafficking
e Child Sex Trafficking for Child Welfare Professionals

E u e Understanding CSAM and Its Impacts

* Working with Victims and Survivors of CSAM for

\/
=
Il = Qi [
o’ OOO Mental Health Professionals

O ' * Working with Victims and Survivors of CSAM for
Law Enforcement

Connect.MissingKids.org




Community

EDUCATION
PARTNER
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approach to

Prevention

Training and Professional Development

Emotional and Peer Support for Families




Support for Families &
Caregivers

* Crisis Intervention * Long-term

emotional support
* Peer support PP

hetwork * Prevention

strategies
. Mental health & 8

community * Legal referrals
support referrals

* Reunification
assistance

All services are FREE.

Families do not have to have an active case to be eligible.

NCMEC.org/Support




Implement NETSMARTZ as a
comprehensive cyber safety curriculum

Make CyberTipline reports for any online
sexual exploitation when a child is involved

Ways to Leverage
NCMEC
Resources

Utilize NCMEC for services we can offer
victims families

Reach out to NCMEC for help in removing
content

Use NETSMARTZ tip sheets
around the school and distribute to parents




Contact Information

Andy Komasinski
Outreach Manager

Aakomasinski@ncmec.org

Make a report or share a tip to
1-800-THE-LOST (843-5678) or
CyberTipline.org

To request outreach materials, contact
outreach@NCMEC.org

2R

NATIONAL CENTER FOR

MISSING &
EXPLOITED

CHILDREN

For more resources, please visit
NCMEC.org

fivico)J

@NCMEC

Copyright © 2024 National Center for Missing & Exploited Children.
All rights reserved.

This project was supported by Grant No. 15PJDP-23-GK-01925-MECP awarded by the Office of Juvenile Justice
and Delinquency Prevention, Office of Justice Programs, U.S. Department of Justice. The opinions, findings,
and conclusions or recommendations expressed in this program* are those of the author(s) and do not
necessarily reflect those of the Department of Justice.

For complete copyright and grant information, visit MissingKids.org/Legal
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