
Steven MacDonald, Director of Training & Development

Navigating the Digital Threat 
Landscape: The Future of School 
Safety in Virginia and the Nation



TRAININGS
Digital Threat Assessment® Training
Behavioral & Digital Threat Assessment®
Social Media & School Safety Presentations

PSSTWORLD
Award Winning Online Anonymous 
Reporting Tool for students

BACKGROUND

SERVICES
24/7 Threat Assessment Support/Consultation
Comprehensive Worrisome Online Behavior  
(WOB) Reports

A LITTLE ABOUT US...

USING TODAY FOR A SAFER TOMORROW

Senior leadership team comprises of over 100 
collective years in school safety leadership and 
behavioral threat assessment/management. 



• Reverse Image Search Walkthrough

• Reverse Image Search Warrant Language Template 

• Guide to Interpreting & Translating Emojis

• Raising Digitally Responsible Youth: A Parent's Guide

• Ultimate School Admin Guide to Social Media

• DMCA Language

RESOURCES

What's included:

bit.ly/SSTConferenceResources

OR



Digital Threat 
Assessment®

The Missing Link



The more we know about an individual, 

the more likely we are to accurately 

assess an individuals’ potential for 

violence.

Today, an overall assessment of risk 

should not be made without looking at an 

individual's digital behavioral baseline.

The Gift of Digital Threat Assessment® (DTA) 



32%

Firearms

55%

Gang Associated 
Behavior

100%

Non-Suicidal 
Self-Harm

79%

Suicidal Ideation

Case Consultation Data Increases
Based on a Sample Size of Over 700,000 Students

2023/2024 (Sept – June) vs 2024/2025 (Sept – June) School Year



WOB Data Increases

79%

Illegal Activity

75%

Physical Violence

17%

Non-Suicidal 
Self Harm

Based on a Sample Size of Over 700,000 Students

2023/2024 (Sept – June) vs 2024/2025 (Sept – June) School Year



Timeline of Recent Tragic Events

15-year-old boy shoots 
and kills 4 students and 

injures 7 others.

Instagram - Access to the 
means and rehearsal 

behavior

Opened fire on a 
supermarket.

Racially motivated attack.

Discord – Evidence of 
planning

18-year-old enters Robb 
Elementary and fatally 

shoots 19 students and 2 
teachers. 

Instagram and Yubo - 
Concerning comments 

and weapons 

Killer opens fire on an 
Independence Day 

parade. 

YouTube - depicted mass 
shootings and rehearsal 

behavior. 

A killer opened fire at a 
Safeway grocery store in 

Bend, Oregon.

Wattpad – Manifesto 
written showed access to 

the means, site/target 
selection.

HIGHLAND 
PARK, IL

Nov 30, 2021

OXFORD, MI

May 14, 2022

BUFFALO, NY

MAY 22, 2022 Jul 4, 2022

UVALDE, TX

Aug 28, 2022

BEND, OR



THE PATHWAY 
TO VIOLENCE
The Pathway
to Violence





Puppet MasterVirtual PairingConspiracy of Two or 
MoreInnovator vs. Imitator

What are They Filling Themselves up With?

Perceived Injustices



• Leakage has been present in over 90% of 
mass killings.

• Evidence of planning has evolved (digital 
leakage).

• Behavioral and Digital leakage is 
why Behavioral and Digital 
Threat Assessment® exists.

Leakage Evolution



Screenshot of first frame of leakage 
video







ASSESSING 
ONLINE 
THREATS



“A Lot of Individuals Make Threats, But It Is One Thing 
To Make A Threat And Another To Pose A Risk”

• Plausibility

• Specificity

• Baseline

• Attack Related Behaviors/Attempt 

to Access



The Lower the Data

 

The Lower the Risk

 



Language Analysis 

Terms of Commitment vs Terms Lacking Commitment

General vs Inordinate Knowledge

Hard Language vs. Soft Language
 







Virtual Pairing?



Coded 
Language







HOW THEY OPERATE 
Online Extremism & Grooming: They use social media, gaming, and encrypted messaging platforms 
(e.g., TikTok, Discord, Telegram, Instagram, Roblox, and Minecraft) to manipulate, coerce, and control 
victims. 

Weaponizing Fear & Violence: Members extort youth into self-harm and live-streamed abuse, seeking to 
terrorize victims, create viral content, and elevate their status within the group.
 
Targeting Vulnerable Individuals: They exploit mental health struggles and coerce victims into extreme 
acts, sometimes with the goal of forcing them to commit suicide on livestream. 

Creating Online Spaces for Criminal Activity: 764 facilitates the exchange of graphic content, including 
child sexual abuse material (CSAM), violent imagery, and hate propaganda. 

Evading Law Enforcement: The group frequently rebrands and migrates across platforms, making it 
challenging to remove their presence.



WARNING SIGNS TO WATCH FOR 

• Obsession with extreme violence: Frequent exposure to gore, cruelty, or mass 
casualty content 

• Engagement with 764 symbols, phrases, or references 
• Secretive online activity: Use of encrypted messaging apps like Signal and 

Telegram and hidden accounts 
• Sudden behavioral shifts: Isolation, aggression, or fixation on extremist 

ideologies 
• Participation in harmful online challenges or self-harm encouragement groups 







TCC





Algorithm Based Platforms





PSSTWorld Data Increases

69%

Mental Health 
Concerns

59%

Gang Associated 
Behavior

25%

Firearms

37%

Illegal Activity

Based on a Sample Size of Over 700,000 Students

2023/2024 (Sept – June) vs 2024/2025 (Sept – June) School Year













Reverse Image Search Sites

https://images.google.com/





















God forbid they know I’m human



TWITTER (𝕏) GEOCODING





• Open your browser (Google Chrome, Firefox, 
Edge, etc)

• Go to “Bing.com/maps” OR 
“www.google.com/maps

• Search your own site (school, campus, hospital..)

• Right click near the area

• Look for coordinates, click copy

𝕏 Geocode Exercise



• Go to- X.com

• Type- geocode:  then paste the coordinates from clipboard

• Be sure to delete the space between the comma and the 

subtraction symbol in the middle of the coordinates

• Type the radius you want to search (2mi, 5mi, 10mi… etc)

• Final result should look like:

geocode:36.098122,-115.057603,5mi

Then…



Add keywords separated by

 “OR”

This is what you should see:



• Connect two or more similar concepts (synonyms)
• Broaden your results, telling the database that ANY of 

your search terms can be present in the resulting records
• example: school OR threats OR social media

OR   

| (pipe symbol)

geocode:36.098122,-115.057603,5mi gun OR drugs OR 
fight OR kill OR hmu OR threat







Behavioral
Data 
Bulletin
Stay informed with our 
monthly data dashboard.  

Bulletin Launched!

Scan and subscribe.



LAST CHANCE TO WIN FREE NIKE AIR FORCE 1S

What's New 
from SST?
EXPLORE SST'S OFFERINGS DESIGNED FOR YOU:

Radicalization & Extremism | DTA® CLEAR
Enroll in our Newest Modules!

Behavioral Data Bulletin SST’s Trainings & Services



• Reverse Image Search Walkthrough

• Reverse Image Search Warrant Language Template 

• Guide to Interpreting & Translating Emojis

• Raising Digitally Responsible Youth: A Parent's Guide

• Ultimate School Admin Guide to Social Media

• DMCA Language

RESOURCES

What's included:

bit.ly/SSTConferenceResources

OR



BECOME A SST 
CERTIFIED 
INSTRUCTOR
Elevate your expertise and lead Digital Threat Assessment® and 
Cyberbullying Trainings  in your district. 

Gain the knowledge and resources, to confidently deliver in-
house training sessions, educate your district, support students, 
and foster a safe, connected learning environment.



THANK YOU!

INFO@SAFERSCHOOLSTOGETHER.COM

SAFERSCHOOLSTOGETHER.COM

Let's Keep in Touch
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