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At the end of this session you will

 Define comprehensive emergency management

 Recognize the importance of emergency planning to meet the unique 
needs of higher education and the functional capacities of its public safety 
and emergency management planning teams

 Identify hazards that present risks for higher education institutions and the 
impacts of those hazards

 Identify the process and benefits of conducting an “all hazards” risk 
assessment

 Create a partnership with internal and external stakeholders

 Identify and assemble an effective planning team

 Develop/revise a multi-hazard Critical Incident Management Plan or 
Emergency Operations Plan

 Develop and implement a strategy for training and testing the CIMP/EOP



Around the Horn

 Campus law enforcement or campus security
 College administrators
 Counseling professionals
 Emergency Managers
 Emergency Medical Services/Firefighters
 General counsel or attorney’s
 Human resources
 Municipal or county law enforcement
 Public relations
 Student affairs
 Threat assessment professionals



What is Comprehensive Emergency Management?

Our (College/University, Federal, State or local 
government entities)“responsibility and capability for 
managing all types of emergencies and disasters by 

coordinating the actions of numerous agencies” (FEMA)



Presidential Policy Directive / PPD-8 

 2007- aimed at strengthening the security and resilience of the United States 
through systematic preparation for threats that pose the greatest risk to the 
security of the nation, including acts of terrorism, cyber attacks, pandemics, and 
catastrophic natural disasters.

 What do we think of when we look at this directive?



National Preparedness

PPD-8 - Links together…
 National Preparedness System: How we get there

 National Planning System: What we deliver

 Annual National Preparedness: How well we are doing

 Whole Community Initiative: Who we engage



Presidential Order /States Responsibilities

Presidential Policy Directive 8 (PPD-8)

Guidelines/Requirements:
 State statute or ordinance
 County Emergency Management
 Department of Higher Education Requirement
 Institutional requirements



Integration – Whole Community
NATIONAL RESPONSE FRAMEWORK (NRF) EMPHASIZES PARTNERSHIPS



NATIONAL RESPONSE FRAMEWORK (NRF) EMPHASIZES 
PARTNERSHIPS

 Local and Tribal Governments
 States and Territorial Governments
 Federal Government
 Individuals and Households
 Nongovernmental Organizations (NGOs)



What is an Emergency Operations or Critical Incident 
Management Plan?

A framework to manage the immediate actions 
and operations required to respond to an 

emergency, including initial recovery activities 
and responsibilities.



Mission Areas and Core Capabilities

 Preparedness - What are our capabilities to avoid, 
prevent or stop?

 Response – Necessary capabilities after the fact to 
meet those needs

 Recovery – Capabilities necessary to assist in 
recovery after an incident

 Prevention/Mitigation – Necessary capabilities to 
reduce loss of life and property



Types of Hazards

 Human-Caused
 Natural
 Technological



Human-Caused Hazards

 Hazardous Material Incidents
 Chemical
 Nuclear
 Toxic Materials in labs or research facilities

 Terrorism
 Explosion
 Biological threats
 Chemical threats
 Weapons
 Cyber

 Violence
 Weapons on campus and active shooter situations
 Vehicle ramming attacks
 Criminal violence



Human Caused Hazards (Continued)

 Culture (Social and Institutional)
 Institution can contribute

 Social climate institutional culture

 Lack of physical security or poor practices

 It will never happen here



What’s In the News Today



What’s the Impact

 International Students?
 Are you ready?
 Do you have a plan?
 Communicating (Need to know)?
 Inter-governmental Agreements with Health Department etc.
 Supplies
 Vaccination for employees if developed?
 Are you a vaccination distribution center or emergency evacuation 

shelter?
 What are the financial impacts?
 Brand?



If Lightning Strikes – Human Caused

https://www.youtube.com/watch?v=sRNZzH4lqjM


Human Caused/Culture

https://www.theguardian.com/world/2017/aug/12/charlottesville-far-right-crowd-with-torches-encircles-counter-protest-group


Human Caused/Culture

Medical Research Hospital
 Access control

 Policy/Procedure

 Training/Education

 Employee buy in

 Cultural change is needed with employee buy in

 Employee survey on safety

 Risk assessment?

 What is the mitigation?



Natural Hazards

Natural hazards are commonly called natural disasters, include severe 
weather, infectious disease, bio and technological hazards.
 Tornados
 Hurricanes
 Thunder and Lightning Storms
 Ice or Snow
 Earthquakes
 Bio hazards
 Power outages
 Structural failures



Technological Hazard

Technological hazards refers to hazards that stem 
from technological or industrial conditions.



Technological Hazard 

 Information Technology - Loss of Connectivity, Hardware Failure, 
Lost/Corrupted Data, Application Failure

 Utility Outage - Communications, Electrical Power, Water, Gas, 
Steam, Heating/Ventilation/Air Conditioning, Pollution Control 
System, Sewage System

 Fire/Explosion - Fire (Structure, Wildland), Explosion (Chemical, Gas, 
or Process failure)

 Hazardous Materials -Hazardous Material spill/release, Radiological 
Accident, Hazmat Incident off-site, Transportation Accidents, 
Nuclear Power Plant Incident, Natural Gas Leak Supply



All Hazards Critical Incident Management Plan
 Basic Plan-Overview and framework that details authority, participants, when to, how 

to etc.
 Who can activate the Critical Incident Management Team
 What does that team look like

 Internal/External Stakeholders
 Driven by statute or policy
 Annexes/Addendums
 Available resources?

 Based on risk assessment?
 If so? How was that done and who was involved?

 List of contact numbers for internal and external resources?
 Do you know who can declare a state of emergency for the college and university
 Do you train or drill to it?

 Is this driven by statute or policy?
 Internal and external stakeholders part of those drills?



Team Make up

 Who’s is the Critical Incident Management Team?
 Situational (Response or planning)
 Consist of those that would fill the ICS or the TOC

 IC
 PIO
 Liaison
 Safety officer
 Operations
 Logistics
 Planning
 Finance



Senior Leadership

 Level of involvement
 High Level overview or hands on?
 Find them work and have them understand their roles
 Under pressure they will revert to what they know - Leaders



Training

FEMA Training required based on levels of responsibility

Incident Command Personnel
 ICS 100, 200, 700, 800 minimum
 Incident Managers ICS 300, 400
Executive Leaders
 G 0402 NIMS Overview for Senior Officials (Executives, Elected, & 

Appointed)



Emergency Planning Process

First Step – Identify hazards and conduct a risk assessment. Identify 
potential hazards. (FEMA)



Risk Assessment

Identifies the hazards your campus faces and assesses your campus’s 
level of vulnerability to those potential events. 
 Which natural, human-caused and technical hazards could affect 

your campus.
 What areas of the campus are vulnerable to the hazards
 What assets will be affected

 To what degree these assets will be affected as measured in dollar 
losses 

(FEMA)



Current Risk Assessment

Examples of how some institutions are assessing for risk and 
vulnerability:
 Risk assessment conducted by:

 Campus police/security
 Risk Management

 Insurance companies have a good assessment of physical 
resources

 Invite local or state or federal LEO to help assist with high risk 
buildings or functional areas

 Consider private security consultants
(FEMA)



Benefits of a Risk Assessment

 Helps guide decisions and resources for revision or creating a CIMP 
or EOP.

 Prioritizes resources to meet various hazards
 Increases awareness of hazards, risks and vulnerabilities among all 

stakeholders
 Encourages sharing with outside stakeholders to determine how 

their planning best fits into those on campus
 Makes it easier to respond and mitigate potential emergencies
 Federal, state and local funding could depend on having a well 

developed risk assessment
(FEMA)



Risk Assessment Step 1

 Identify hazards on your campus and within your community that 
may impact your campus

 Just listing them, and their direct and indirect impacts, helps identify 
the different risks to your campus



Obvious vs. Unknown

Some risks on your campus are obvious 
 Natural, Human-caused and technological

 Active shooter

 Power failure

 Severe weather

 Assets that can be affected

 Degree to which those can be affected

What about others? Maybe institutional culture or not thought about?



45%

15%

40%

What we know we know

What we know we don't know

What we don't know we don't
know

The smaller the red slice, the better 
our decision making. Complexity 
makes the red slice grow.

How many dead or injured? Damage?

A plane hit one of the Twin Towers

Another plane is headed to the second 
Twin Tower

The Red Slice Issue: Unknown Unknowns



1999 Texas A&M Bonfire Collapse

https://www.youtube.com/watch?v=nsiZ0VVkG3s


1999 Texas A&M Bonfire Collapse

Human Caused and Cultural
 Warning signs – Prior to collapse, some people, such as Texas A&M 

engineering professor Theodore Hirsch, expressed concerns about 
the safety of the bonfire, citing the partial collapse that occurred in 
a previous bonfire

 Organizational factors resulted in an environment in which a 
complex and dangerous structure was allowed to be built without 
adequate physical or engineering controls. Organizational failure 
included the absence of an appropriate written design or design 
process; a cultural bias, which impedes risk identification; and the 
lack of a proactive risk management approach.



Issues faced by Texas A&M

 12 Deaths/ 27 injuries of 58 workers
 Communications failure – 43000 enrolled
 Cellular and land lines overwhelmed - Establish a land line ASAP
 Hospital calls overloaded
 800 MHz and VHF radio (interoperability issues)
 First responders used cell phones - Motorola
 Duration of incident – Cellular capability
 3,200 people from more than fifty agencies were involved in the 

resolution of the incident 
 National and International media present



45%

15%

40%

What we know we know

What we know we don't know

What we don't know we don't
know

The smaller the red slice, the better 
our decision making. Complexity 
makes the red slice grow.

There are casualties, but we don’t know 
how many

58 Students on the stack and it collapses

The impact on the culture, financial impact to 
the institution and brand

Texas A&M Bonfire incident November, 1999



Los Angeles Riots, April 1992

https://www.youtube.com/watch?v=xBxJ_Kc1gR8


45%

15%

40%

What we know we know

What we know we don't know

What we don't know we don't
know

The smaller the red slice, the better 
our decision making. Complexity 
makes the red slice grow.

What is the verdict? What will be the 
reaction?

4 cops on trial and a verdict is in

Broad scale riots, luting, death and injury - 54 
dead, 2000+ injured and $1 billion dollars 
damage

Los Angeles Riots, April 1992



Charlottesville August 11, 2017 at UVA



45%

15%

40%

What we know we know

What we know we don't know

What we don't know we don't
know

The smaller the red slice, the better 
our decision making. Complexity 
makes the red slice grow.

How many will be there, where and 
when?

Intel suggests a protest among certain groups

Tiki torches will be used as a symbol and 
weapons/Violence will erupt

Charlottesville August 11, 2017 at UVA



Risk Assessment 2, 3 and 4

Step 2 – Each hazard identified in step 1 now needs a probability.

Step 3 – Estimate to what extent that hazard would impact your 
campus (Severity)
 People (students, faculty, staff, others, etc.)
 Facilities (Buildings, laboratories, utilities, etc.)
 Institution (business interruption, reputation, etc.)

Step 4 – Determine your level of preparedness
(FEMA)



Risk Assessment Step 5

 Determine the relative risks of the hazards and rank them for your 
emergency planning process.

 Different tools and methods used.



Risk Assessment Planning Team

 Requires a team of campus experts to determine the probability 
and severity of each hazard

 The assessment team should be comprised of a broad cross section 
of stakeholders

 Use some risk assessment tool – one that’s most useful to you and 
your college or university

 Get familiar with the tool you use



Some examples of Risk Assessment tools include:

 Disaster-Resistant California Community Colleges (DRCCC): Risk and Vulnerability Assessment

 International Association of Campus Law Enforcement Administrators (IACLEA) Potential Target 
Vulnerability Summary Worksheet 

 Sample Risk and Vulnerability Assessment

Note: 

 The DRCCC tool was developed as a first step in sustaining current and future funding. It is also an 
opportunity to establish standardized policies and procedures in California Community College (CCC) 
emergency management practices.

 The IACLEA tool is a great tool developed by the organization for its members, but it is not an all 
hazards risk assessment. It focuses on only one type of risk.

 The Sample Risk and Assessment Tool that we are going to use for this demo is a combination of the 
DRCCC tool and the IACLEA tool. This tool is easily adaptable to fit the needs of your campus.



Hazard Risk Assessment
HAZARD RISK ASSESSMENT MODEL

 THREAT EVENT/ 
HAZARD

PROBABILITY
HUMAN IMPACT

Relative 
likelihood this 

will occur

Overall Impact 
(Average)

Probability x 
Severity Impacts

Level of 
Preparedness

Unmitigated 
Risk/Preparedness

Natural Hazards      
Technological                    

Human                           
Terrorism      

P1Likelihood H1: Extent H2:Number F1:Extent F2:Cost I1:Duration I2PR S1:Severity U1:Unmitigated R1:Preparedness

To sort results, 
Unprotect sheet,

GoTo (F5) 
"ResultSort" then 
use Sort function

Threat Probability HumanExtent HumanNumber FacilExtent FacilCost InstDuration InstPR Severity RawRisk Preparedness RelativeRisk

Sample 2.00 1.00 3.00 1.00 1.00 2.00 2.00 1.67 3.33 3.00 1.111
Active Shooter

Civil Unrest
Bonfire Collapse

Coronavirus

AVERAGE SCORE

RELATIVE RISKPREPAREDNESS / 
MITIGATION

SEVERITY 
IMPACTS

UNMITIGATED 
RISK

Potential deaths or injuries Physical damage and costs
Interruption of research & 

teaching Impact 
reputation/image

SEVERITY = MAGNITUDE of IMPACTS

INSTITUTIONAL IMPACTFACILITIES IMPACT


Incidentlist

		Natural Events				Technological Events				Human Caused Events

		Blizzard or Ice Storm				Card Access Control System Failure				Accidental deaths of top administrators and/or board members

		Coastal Tsunami				Cellular Telephone Failure				Accidental Hazmat Release

		Drought				Communications Failure (see below)				Animal/Crop Eco-terrorism

		Earthquake (catastrophic)				Dam Failure				Bomb Threat

		Earthquake (minor)				Electrical System Failure				Civil Disturbance

		Epidemic				Email Communication Failure				Death of a Student

		Flood, External (River)				Fire Alarm Failure				Disruptive Computer System Hacking / Virus / Outage Event

		High Winds/Microbursts/Straight line winds				Fire, Internal				Hate Crime

		Hurricane				Fire, Lab Building				Hazmat Exposure, External

		Ice Storm				Fire, Residential Building				Hazmat Exposure, Internal

		Landslide - Mudslide				Flood, Internal				Hostage Situation

		Severe Thunderstorm				Fuel Shortage				Increased Homeland Security Alerts

		Snow Fall				Generator Failure				IT System Security Breach

		Temperature Extremes				HVAC Failure				Labor Action

		Tidal Wave				Information Systems Failure				Mail/Package Bomb

		Tornado				IT Infrastructure Disruption				Mass Casualty Incident (Medical), e.g. food poisonings, flu epidemic, SARs-like agents,

		Urban/Flash flood				Mass Communications failure (used to alert campus in event of emergencies)				Mass Casualty Incident (Trauma), e.g. due to building collapse, van accident, etc.

		Volcano				Medical Gas Failure				Missing Person

		Wild Fire				Natural Gas Failure				Public Health Emergency/Communicable Disease/Epidemic

						Rural Fire				Sports/Public Event Disturbance

						Sewer Failure				Stalking

						Shortage of Critical Materials/Unavailability of Supplies				Student Abduction

						Steam Failure				Suspicious Letter

						Structural Damage				Suspicious Powder

						Telephone Failure				Terrorism, Biological (including intentional biological agent release)

						Transportation Failure				Terrorism, Chemical

						University Radio Failure (AM/FM on campus station; handheld VHF/UHF/800 MHz)				Terrorism, Radioactive (including intentional release of radiological material)

						Urban Fire				Theft of 'Select Agent'

						Vacuum Failure (Lab/Clinical)				VIP Situation

						Water Supply Failure				Workplace Violence (to include active shooter and threatening situations involving students)





RiskReview

		HAZARD RISK ASSESSMENT MODEL

						SEVERITY = MAGNITUDE of IMPACTS												SEVERITY IMPACTS		UNMITIGATED RISK		PREPAREDNESS / MITIGATION		RELATIVE RISK

		THREAT EVENT/ HAZARD		PROBABILITY		HUMAN IMPACT				FACILITIES IMPACT				INSTITUTIONAL IMPACT

				Relative likelihood this will occur		Potential deaths or injuries				Physical damage and costs				Interruption of research & teaching Impact reputation/image				Overall Impact (Average)		Probability x Severity Impacts		Level of Preparedness		Unmitigated Risk/Preparedness

		Natural Hazards      Technological                    Human                           Terrorism		P1Likelihood		H1: Extent		H2:Number		F1:Extent		F2:Cost		I1:Duration		I2PR		S1:Severity		U1:Unmitigated		R1:Preparedness		To sort results, Unprotect sheet,
GoTo (F5) "ResultSort" then use Sort function

		Threat		Probability		HumanExtent		HumanNumber		FacilExtent		FacilCost		InstDuration		InstPR		Severity		RawRisk		Preparedness		RelativeRisk

		Sample		2.00		1.00		3.00		1.00		1.00		2.00		2.00		1.67		3.33		3.00		1.111

		Active Shooter																0.00		0.00

		Civil Unrest																0.00		0.00				0.000

		Bonfire Collapse																0.00		0.00				0.000

		Coronavirus																0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

																		0.00		0.00				0.000

		AVERAGE SCORE		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00		0.00



P1. Consider the number of occurrences on your campus over the past 15 years, the number of similar events at other Universities, and any changes or trends that could affect the frequency of this event on your campus.

Estimate the likelihood this event will occur in next 15 years. 

1. Not applicable (will not occur)
2. Doubtful (not likely)
3. Possible (could occur)
4. Probable (very likely  to occur)
5. Inevitable (will occur)

H1. If this event has occurred in the past on your campus, what was the extent of injuries and deaths that occurred?

1. None or this event has never occurred on campus
2. Few or minor injuries
3. Multiple minor injuries or a major injury 
4. Multiple major injuries or a death 
5. Multiple deaths and major injuries

H2. Consider the potential for injuries or deaths from this event on your campus or from similar events at other universities, and any changes or trends that would affect future injuries and deaths from this type of event. 
Estimate the number of injuries and deaths that could result from this event:
1. None 
2. Few minor injuries 
3. Multiple minor injuries or possible death 
4. Multiple deaths and minor injuries
5. Multiple deaths and major injuries

F1. Consider the vulnerability of your central campus facilities to this event. (See the attached page for a list of typical campus facilities.) 
Estimate the extent of damage to campus-wide facilities:
1. Little or no damage
2. Mild damage to several facilities
3. Moderate damage to multiple facilities
4. Severe damage to multiple facilities 
5. Extensive damage to most facilities

F2. Considering the extent of damage to the central campus facilities, estimate the total cost to respond to the event and repair or replace all damaged facilities.

1. Less that $1 million
2. Between $ 1 million and $10 million
3. Between $10 million and $100 million
4. Between $100 million and $1billion 
5. More than $1 billion

I1. If this event were to/did occur on your campus, estimate the duration of interruption to campus-wide teaching and research activities, and business operations:
1. Hours 
2. Days 
3. Weeks 
4. Months 
5. Years or longer

I2. To what extent would this event negatively impact the campus reputation or public image over the long term?
1. None 
2. Minor
3. Moderate 
4. Significant 
5. Severe

R1.  Consider what the level of preparedness is for each threat/hazard.
1. None:  Plan/Policy is not developed and no training/exercises have occurred.
2. Poor:  Plan/Policy is not developed and no training/exercises have occurred.  However, some resources have been expended/identified to start the process.
3. Fair:  Plan/Policy is developed but needs to be updated or training/exercises need to occur to test the plan/policy.
4. Good:  Plan/Policy is developed and training/exercises have occurred, but after action items need to be addressed and minor improvements need to be made to the plan/policy.
5. Prepared:  Plan/Policy is developed, written and current.  Training and exercises are conducted on a routine basis to test the plan/policy.  Plan/Policy is shared with stakeholders.





List of resource contacts and numbers

 Governmental and NGO’s
 Resource availability (ILEAS)
 Mutual Aid
 Civic organizations
 FEMA Contacts if needed
Put it on a 3 by 5 laminated and carry it with you – dispatch centers



Closing

 Build a good team
 Think about the Unknown Unknowns
 Develop a plan
 Distribute it
 Drill to it 
 Make it a living document



Questions

Mike Clesceri
815-479-7833 (office)
815-529-5932 (cell)

mclesceri@mchenry.edu

mailto:mclesceri@mchenry.edu
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